THE FBI’'S ASININE
ATTEMPTTO
RETROACTIVELY JUSTIFY
CRACKING FAROOK’S
PHONE

“Hold on honey,

”

said Syed Rizwan
Farook, who had just murdered 14 of his
co-workers, “let me go get my work phone
in case they call me during our getaway”

That's the logic the FBI is now peddling to
reporters who are copping onto what was clear
from the start: that there was never going to be
anything of interest on Farook’s phone. After
all, they’re suggesting geolocation data on the
phone (some of which would be available from
Verizon) might explain the 18 minutes of the day
of the attack the FBI has yet to piece together.

For instance, geolocation data found on
the phone might yet yield clues into the
movements of the shooters in the days
and weeks before the attack, officials
said. The bureau is also trying to
figure out what the shooters did in an
18-minute period following the shooting.

Farook drove a SUV to the attack and was killed
in the same SUV. To suggest his work phone,
which was found in a Lexus at his house, might
have useful geolocation data about the day of
the attack would suggest he made a special trip
to the car to leave his phone in it and turned
it off afterwards (if we really believe it was
off and not just drained when the FBI found it
the day after the attack).

Hold on honey, let me go place my work phone in
the Lexus.

Similarly, it is nonsensical to suggest the
phone would yield evidence of ties with foreign
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terrorists.

The FBI has found no links to foreign
terrorists on the iPhone of a San
Bernardino, Calif., terrorist but is
still hoping that an ongoing analysis
could advance its investigation into the
mass shooting in December, U.S. law
enforcement officials said.

They've had the metadata from the phone since
December 6, at the latest. That’s what would
show ties with foreign terrorists, if Farook had
been so stupid as to plot a terrorist attack
against his colleagues on his work phone, to
which his employer had significant access.

Finally, reporters should stop repeating the
FBI's claim that Farook turned off his backups.

In particular, the bureau wanted to know
if there was data on the phone that was
not backed up in Apple’s servers. Farook
had stopped backing up the phone to
those servers in October, six weeks
before the attack.

The government has actually never said that in
sworn declarations. Rather, their forensics guy,
Christopher Pluhar, asserted only that

Farook may have turned them off.

Importantly, the most recent backup is
dated October 19, 2015, which indicates
to me that Farook may have disabled the
automatic iCloud backup feature
associated with the SUBJECT DEVICE. I
believe this because I have been told by
SBCDPH that it was turned on when it was
given to him, and the backups prior to
October 19, 2015 were with almost weekly
regularity. [my emphasis]

But if he did, he was a damned incompetent
terrorist, because — as Jonathan Zdziarski, who
is quoted in this article, pointed out — at the
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same screen he would have used to turn off the
iCloud backup, he could have also deleted all
his prior backups, which we know he didn’t do.

= Find my iPhone is still
active on the phone
(search by serial
number), so why would a
terrorist use a phone
he knew was tracking
him? Obviously he
wouldn’t. The Find-my-
i1Phone feature 1is
on the same settings
screen as the iCloud
backup feature, so if
he had disabled
backups, he would have
definitely known the
phone was being
tracked. But
the argument that
Farook 1intentionally
disabled iCloud backup
does not hold water,
since he would have
turned off Find-my-
i1Phone as well.
= In addition to leaving
Find-my-iPhone on, the
option to delete all
prior backups (which
include iIMessage
history and other
content) is also on the
same settings screen as
the option to disable



iCloud backups. If
Farook was trying to
cover up evidence of
leads, he would have
also deleted the
existing backups that
were there. By leaving
the iCloud backup data,
we know that Farook
likely did not use the
device to talk to any
leads prior to October
19.

We also know from a supplemental Pluhar
declaration that Farook had not activated the
remote-wipe function, which he also would have
done if he were a smart terrorist trying to
cover his tracks.

Finally, Apple’s Privacy Manager, as Erik
Neuwenschander demonstrated, Pluhar didn’t know
what the fuck he was talking about with regards
to backups.

Agent Pluhar also makes incorrect claims
in paragraph 10(b). Agent Pluhar claims
that exemplar iPhones that were used as
restore targets for the iCloud backups
on the subject device “showed that ..
iCloud back-ups for ‘Mail,’ ‘Photos,’
and ‘Notes’ were all turned off on the
subject device.” This is false because
it is not possible. Agent Pluhar was
likely looking at the wrong screen on
the device. Specifically, he was not
looking at the settings that govern the
iCloud backups. It is the iCloud backup
screen that governs what is backed up to
iCloud. That screen has no “on” and
“off"” options for “Mail,” “Photos,” or
“Notes.
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Zdziarski offers another possible explanation
for the lack of backups on Farook’s phone, so
there are other possible explanations.

iCloud backups could have ceased for a

number of reasons, including a software
update that was released on October 21,
just two days after the last backup, or
due to iCloud storage filling up.

The point is, we don’t know, and it’s not even
clear Pluhar would know how to check. So given
all that other evidence suggesting Farook may
not have turned off his backups, journalists
probably should not claim, as fact, he did.

0f course, that claim is really just a subset of
the larger set of the bullshit FBI has fed us
about the phone. It’'d really be nice if people
stopped taking their bullshit claims seriously,
as so few of the past ones have held up.



