THE FBI IS USING NSLS
TO TARGET “FACILITIES”
NOW

The Freedom of the Press Foundation has been
looking for more details about when the FBI can
use NSLs to obtain records including the
communication records of journalists, and they
just obtained initial response to a FOIA on the
subject. There is abundant reason to believe the
government does this in leak cases, though as

i

Trevor Timm noted in his piece on this, “a
‘broad reading’ of the media guidelines
[was] allegedly hindering leak investigations”

in the summer of 2015.

As part of DOJ's response to FPF’'s FOIA, the
provided a section of the Domestic
Investigations and Operations Guide for the

FBI that covers NSLs generally. While I don’t
think the FOIA response provides the date of the
DIOG (it was declassified on November 6, 2015),
it appears to post-date last June’s passage of
USA Freedom Act, because it incorporates the
language on disclosure from that bill (see the
last section).

I was particularly interested in the discussion
of reporting to Congress, as that’s something
D0J's Inspector General found FBI

to have serious problems with in the 2014 IG
Report on NSLs.

There are two potentially significant changes in
the passage on “notice and reporting
requirements” in what FPF obtained (see page 9)
from the 2011 version (see page 106) that was
the last to be released on comprehensive fashion
(see below for the text).

First, and probably most importantly, the 2015
version envisions targeting

“facilities/accounts,” whereas the 2011 version
envisioned targeting “phone numbers/e-mail
accounts/financial accounts.” The reason this is

so concerning is that, in 2007, the government
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invented a new meaning for “facility” that could
mean an entire data switch. The language is all
the more concerning if, as I believe, this DIOG
post-dates USAF, because that law limits bulk
collection by requiring a selection term for
NSLs and other collection. But if they're using
that expansive definition of “facility,” then
selection terms may not be all that limiting.

That language is accompanied by a change I don’t
entirely understand (I can’t figure out whether
this alleviates or magnifies my concern about
“facilities” being targeted). It appears the FBI
has entirely reversed the meaning of the words
“target” and “subject” here. Whereas they used
to refer to the “target” of an investigation and
then track individual “subjects” named in NSLs,
they now refer to the “subject” of an
investigation (which would more closely match
how prosecutors would describe someone not yet
charged and might cover enterprise
investigations without one identified culprit)
and the “target” of an NSL (which would allow
all others collected to be treated as incidental
collection). In both cases, they’'re surely
accounting for the fact that the FBI may
investigate a suspect by investigating other
people known to have ties to the suspect. This
pertains directly to tracking of US persons
swept up, but I'm not entirely sure the net
effect. Note, too, the language tying NSLs to
“predicated” investigations is different in
other parts of the DIOG fragment.

Again, I'm not entirely sure what all this means
(aside from the fact that using “facility”
instead of email or phone number is very
concerning). But it is rather alarming, in any
case.

2015 version

i.e., delineate the number of targeted
facilities/accounts in each NSL issued

to an NSL recipient.

NSLB also reports to Congress the USPER



status of the target (as opposed to

the subject of the investigation) of all
NSLs, other than NSLs that seek only
subscriber information. While the
subject of the investigation is often
the target of the NSL, that is not
always the case. The EC must record the
USPER status of the target of the NSL —
the person whose information the FBI is
seeking. If the NSL is seeking
information about more than one person,
the EC must record the USPER status of
each person.

2011 version

The EC must delineate the number of
targeted phone numbers/e-mail

accounts/financial accounts that are

addressed to each NSL recipient. For
example, if there are three targets, ten
accounts, and six recipients of an NSL,
the EC must state how many accounts are
the subject of the NSL as to Recipient
1, Recipient 2, etc. It is not
sufficient to indicate only that there
are ten accounts and six recipients.

In addition, the FBI must report the
USPER status of the subject of all NSLs
(as opposed to the target of the
investigation) other than NSLs that seek
only subscriber information. While the
subject is often the target of the
investigation, that is not always the
case. The EC must reflect the USPER
status of the subject of the request-the
person whose information the FBI 1is
seeking. If the NSL is seeking
information about more than one person,
the EC must reflect the USPER status of
each person.



