
THE ARTICLE 5 CYBER-
TRAP
The other day, I noted the dodginess of the
evidence behind claims that Russia had launched
a sophisticated cyberattack on JP Morgan. I
suggested one reason people like Mike Rogers
might be crying wolf was to support a plan to
reimburse the banks in case of a massive attack.

But there’s another, even more obvious
explanation.

NATO just added cyberattacks to its definition
of attacks that would merit a unified response.
Citing Russia’s Special Forces tactics (the same
ones we’re using in something like 80 places
around the world), including its cyberattacks,
General Phillip Breedlove today ratcheted up the
fear of Russia. (h/t Joanne Leon)

Russia’s utilization of troops without
national uniforms — the so-called
“little green men” — and perhaps “the
most amazing information warfare
blitzkrieg we have ever seen in the
history of information warfare” were
part of the first Russian push in
Ukraine, Breedlove said.

NATO members, especially the Baltic
states that border Russia, must take
into account such tactics as allies
prepare for future threats, he said.
That means steps should be taken to help
build the capacity of other arms of
government, such as interior ministries
and police forces, to counter
unconventional attacks, including
propaganda campaigns, cyberassaults or
homegrown separatist militias.

So go back to the alleged JP Morgan attack no
one seems to have any evidence to substantiate.
It was often attributed as arising somewhere in
Eastern Europe. Which could be Russia — or
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Ukraine. Both countries, in fact, have
significant numbers of organized criminals that
launch fairly sophisticated cyberattacks.

How convenient, then, to ratchet up the
cyberfear when unattributable attacks from the
general region have been made a casus belli for
the entire alliance.


