
UPSTREAM INTERNET
COLLECTION AND
MINIMIZATION
PROCEDURES
As I
note
d in
this
post
,
the
Guar
dian
’s
repo
rt
on the aftermath of the October 3, 2011 FISA
Court decision seemed to suggest that Google and
Yahoo content was collected as upstream
collection, not from their servers.

Changes made in the minimization procedures seem
to support that.

In section 3(c), which covers Destruction of Raw
Data, the old procedures treat all
communications the same:

Communications and other information …
will be reviewed for retention in
accordance with the standards set forth
in these procedures.

But the new minimization procedures have to
break out that section into two categories to
comply with the new restrictions imposed by the
FISA Court. There’s the category of data that
will be treated under the old rules:

Telephony communications, Internet
communications acquired by or with the
assistance of the Federal Bureau of
Investigation from Internet Service
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Providers, and other discrete forms of
information…

And then there’s the category that will be
subjected to the new rules:

Internet transactions acquired through
NSA’s upstream collection techniques …

Now, this doesn’t confirm that Google and Yahoo
are providing “upstream” data, but if they’re
not, it means the only data they’re providing to
the NSA is done through FBI requests (perhaps
parallel to FBI’s Section 215 request for
telephone metadata that gets promptly delivered
to the NSA; this could refer to the old Pen
Register/Trap and Trace Internet collection, but
October 31, 2011 is awfully late in 2011 for
eliminating that collection and if it is, why is
it still in the minimization procedures?).
Except all the discussions surrounding PRISM
suggests that data is turned over directly to
the NSA, which would mean it is considered
upstream collection.

One more note: the old procedures have a phrase
in this section and section 3(b)(1) that
suggests NSA knew they were collecting US person
data back in 2009 when the procedures were
written.

The communications that may be retained
include electronic communications
acquired because of limitations on NSA’s
ability to filter communications.

That sentence is removed from the new
procedures, suggesting this “limitations on
NSA’s ability to filter communications”
collection is precisely the Internet transaction
collection at issue. And the only reason they’d
have to specifically allow themselves to retain
it before (since all foreign person data can be
retained) is if they knew it included US person
data.



Update: Correction: The sentence above gets
translated to, “The Internet transactions that
may be retained include those that were acquired
because of limitations on NSA’s ability to
filter communications.” So it is in there.

But the November 30, 2011 FISC opinion (see
footnote 6) makes it clear that this is–and
was–US person data.

The Court understands this sentence to
refer only to Internet transactions that
contain wholly domestic communications
but that are not recognized as such by
NSA.

So if that language was in minimization
procedures going back to at least 2009, doesn’t
that mean the government knew it was collecting
that US person data?

Update: Note that footnote 24 of the October 3,
2011 opinion seems to make it clear that the
Internet collection is not upstream at all, and
doesn’t include MCTs.

In addition to its upstream collection,
NSA acquires discrete Internet
communications from Internet service
providers such as [redacted] Aug. 16
Submission at 2; Aug. 30 Submission at
11; see also Sept. 7 2011 Hearing Tr. at
75-77. NSA refers to this non-upstream
collection as its “PRISM collection.”
Aug. 30 Submission at 11. The Court
understands that NSA does not acquire
Internet transactions” through its PRISM
collection. See Aug Submission at 1.

https://www.aclu.org/files/assets/november_2011_fisc_opinion_and_order.pdf

